Emails 



In the Name of Allah, The Most-Compassionate The Most-Merciful 

Allahummar zuqnee shahaa datan fi sabi lillah 

Oh Allah! Grant me martyrdom in the Path of Allah! 

Today emails are more than likely eavesdropped just like our other methods of communication because of the 
fear the kuffar has. Hotmail, gmail, yahoo, whatever you sign up to especially the big email providers are more 
than likely spying on you. So for this reason we must refrain from using emails for Jihadi activity and use if 
necessary with the right measures taken. 

1 st Personal and Jihadi emails should be on separate accounts PERIOD! The two should not exist on the same 
account this a major rule. 

2 nd Your Personal or work email account must not contain anything alarming, try not to use your account for 
even Islam as the sole purpose is to deceive the enemy 

3 rd always access your Jihadi account with a different internet connection/ or different IP address (please read 
chapter on ward riving and Tor) 

4 th never expose your real identity/location in your Jihadi account 

5 th try to learn how to use the program Asrar al Mujahideen (which is included) to send pgp encrypted 
messages 

http://www.mailinator.com 

Mailinator is a free disposable email service used for receiving emails only. Mailinator allows you to use any 
@mailinator.com address and receive mail at it. This is useful for when you dont want to give out your real 
email but still need a working check-able address for things such as web registrations that need you to 
confirm your email. The service is anonymous and doesn't require you to sign-up. To check the inbox of any 
address just enter it on the main Mailinator page. Emails can be deleted manually (and should if they contain 
any personal/account info) but otherwise they're deleted automatically after a few hours. 

Mailinator will accept mail for any e-mail address within the mailinator.com domain, and allows anyone to 
read it. There is no need to register for an account or authenticate via a password. It is intended to provide 
users with an anonymous and temporary e-mail address to help reduce Inbox spam. 

It is not required that an account or mailbox with the recipient's name be created beforehand as arriving 
email with a specific recipient name "creates" accounts at Mailinator. 

To check received mail, a user goes to the Mailinator website and enters the recipient name. There are no 
passwords and there is no way to keep others from seeing the e-mail, except by choosing a very-hard-to-guess 
username (usernames can be up to 25 characters in length) or using the "cloaked" address for that username 
(as explained below). Therefore, Mailinator is not intended and should not be used for sensitive information. 
Users can delete e-mail upon reading it or allow the system to auto-delete it after a few hours. Mail cannot be 
sent from the Mailinator website. 

All mail sent to Mailinator is automatically deleted after a few hours whether or not the user reads it. 

Mailinator has introduced a "cloaking" feature in which every recipient name has a cloaked identifier starting 
with "M8R-" and a string of characters. Mail may be sent to either the original recipient name or the cloaked 
name. Mail will only go to the mailbox for the original recipient name, and the cloaked address will always 



have an empty mailbox. For example, the recipient name wikipedia ("wikipedia@mailinator.com") will also 
have the cloaked address M8R-asl6dx ("M8R-asl6dx@mailinator.com"). Mail sent to the cloaked address 
M8R-asl6dx\N\\\ go to the destination mailbox wikipedia, while the M8R-asl6dx mailbox will always be 
empty. There is no way to translate the cloaked address into the destination address. 

significant difference of Mailinator compared to regular e-mail services is that received messages are kept for 
only a few hours. As new messages arrive, the older messages are deleted to make room for them, resulting in 
messages being available for a variable amount of time. 

Each mailbox also has a ten-message limit, which means that choosing a unique address is important. Finally, 
according to the Mailinator FAQ, "Plain text is best, html is filtered. Images, attachments, and fancy stuff are 
simply stripped away." 

The uses of mailinator.com 

To sign up to forums/recieve links or even pgp messages (read Asrar al Mujahideen) etc 



Detailed explanation of how to make a fictitious 

email for registration 



Taken from a brother from the ansarl forums and al fallujah forums 
The objective 

Join al-Fallujah Forums 

Start 

First we want to create a fictitious email in which to receive mail 
Head over to http://www.mailinator.com 
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Email Marketing Service 

Grow your business with this email marketing suite. 
Get a free trial! 

viMiAi.iContact.com 



Disposable email address 

YOPmail provides Temporary email to protect you 
against Spam 

vwyw.yopm.31l com 
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Check your inboxl^ 3 

dtydt56tgh6?r 
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spamherelots.com 



Can't think up an Address? 

At Mailinator you can use any address 
that YOU make up! Here's a random 
one though if you're having trouble 
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FAQ Contact Widget Blog Schwag 



Protect your privacy and avoid 
spam. 

Use Mailinator! 

No Registration! 

No Sign-up! 



How do 1 create an account at Mailinator? It's 
simple, you just send email to it. Temporary accounts 
are created when email arrives for them. First, you 
give out the mailinator email address you created, 
and then you check it. It's that simple. 

Do I have to sign up? No sign-up, you don't even 
have to tell Mailinator you're coming. 

What email address should I use? Anything you 
want! You can be bippercSJmailinator.com, 
pinkystinky@mailinator.com, or if you're a 16-25 year 
old male you can be bigdaddy@mailinator.com, Just 
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Learn how to Lookup Email Addresses and 
locate people with www.lookupemail.net. 

Need design work 7 Hire the designer that 
does the design for Mailinator !!! Smack 
Happy Design! 

Meed a Server? Use Coupon Code 
BAS3A6U6H2 and you'll save $100! (and 
so will Mailinator!) 

A search engine for T-shirts? Check out 
Teenormous. Too cool. 

Premiere lava and .NET obfuscation 
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Alternate Inbox Names ! 



Each Inbox now has an "alternate inbox 
name" which will look something like 
M8R-abcdef. Emailing the alternate inbox 
name will also result in email showing up 
in the box. Read Here for more 
information. 



v 



Tiansferring data from www. mailinator. corn- 



er 



Currenl Ptugirv Load 



Try to choose an address with random characters ie 34kjhie98t3wfk to make it difficult for other to 
accidentally access your account 



Select go once complete 



Step 2: copy the alternative email address 



them eat spam 
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Home Abou 
Inbox for: dtydt56tgh67 SJrss ©Atom 



Alternate Address for this Inbox: 

From: Su 

No messages for dtydt56tgh67 
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Step 3: input the alternative email address into the site you wish to register 



M8R-dg4Cdi@mailin4tor.corr M$R-dg4Qdi@mai!inator.con 
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Step 4: a confirmation will be shown 
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Step 5: login in to email account again or refresh the alienator page and on email received 

let them eat spam 




Home About FAQ Contact Widget 
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Inbox for: dtydt56tgh67 Srss 

Alternate Address for this Inbox: M8R-dg40di@matlinator.com (wh 



From: 



an't think up an Address? 



Subject: 

al-faIoja@hotmail.com A 
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Step 6: to delete email follow instructions 



Inbox foe: dtydt56tgh67 

Alternate Address for this Inbox: M8R-dg40di ^jrrf^fft 



To: 
From: 
Subject; 
Charset: 



dtydt56tgh67 

.il l.i I M i- 1 ii ■■liutin.iil.i nin 

windows-1256 (view as UTF-8) 




view) Enter these words to delete this email: --> 






[Pelete) 
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Now you have successfully registered 
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How to send anonymous emails (No signup required) 



Step 1: Go to http://www.anonymouse.org/ select AnonEmail 

(.J anonymouse.org ancnemail.html g C 




I AnonEmail | ^ynWVWV | AnonNews 



With AnonEmail it is possible to send e-mails your e-mail address or 

any information about your identity. Therefore you can communicate more freely 

and you do not have to worry that it might cause consequences for you. 

This service allows you to send e-mails without revealing any personal informati 

Protect your privacy, protect your data, protect it for free. 



To: ewq@etnw.com 



Subject: qwe 
Message: g^^ 




| Send Anonymously 



Step 2: type your message and click Send Anonymously 




AnonEmail 

| AnonEmail | AnonVWVW | AnonNews 

The e-mail has been sent anonymously! 



To: ewq@etrw.com 
Subject: qwe 
Message: 



Please note: In order to increase your privacy, the anonymous 
e-mail will be randomly delayed up to 12 hours 

Adverts 



Please Note this is for less urgent email/messages as there is a delay of upto 12 hours for the email to be 
delivered. 



Remember always to protect your ip address, make sure you use Tor when using this service and always code 
your message or simply use Asrar. 



